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NO.1 Humongous Insurance needs to set up a domain controller in a branch office. Unfortunately,
the server cannot be sufficiently secured from access by employees in that office, so the company is
installing a Primary Domain Controller.

Select the correct answer if the underlined text does not make the statement correct. Select "No
change is needed" if the underlined text makes the statement correct.

A. Active Directory Server

B. No change is needed.

C. Read-Only Domain Controller
D. Backup Domain Controller
Answer: C

NO.2 For each of the following statements, select Yes if the statement is true. Otherwise, select No.
Each correct selection is worth one point.

Answer Area
Yes No
Honey pots are primarily used to attract potential attackers or hackers. © ©
By setting up a honey pot, an administrator can getinsightful O O
inform ation about the attacker, such as the IP address.
A honey potis an appliance or piece of software that allows or denies O ®)
network access based on a preconfigured set of rules.
Answer:
Answer Area
Yes No
- . Yol o
Honey pots are primarily used to attract potential attackers or hackers. Faglls :
: e 5 % )
By setting up a honey pot, an administrator can get insightful 10, O
inform ation about the attacker, such as the IP address. e
A honey potis an appliance or piece of software that allows or denies O 1o!
network access based on a preconfigured set of rules. il
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Answer Area
Yes No
. 'S
Honey pots are pnmarily used to attract potential attackers or hackers. i
By setting up a honey pot, an administrator can get insightful
inform ation about the attacker, such as the IP address.
A honey potis an apphance or piece of software that allows or denies O '®)

network access based on a preconfigured set of rules.

NO.3 You need to prevent unauthorized users from reading a specific file on a portable computer if
the portable computer is stolen.

What should you implement?

A. BitLocker

B. File-level permissions

C. Distributed File System (DFS)

D. Advanced Encryption Standard (AES)

E. Folder-level permissions

Answer: A

NO.4 The purpose of Microsoft Baseline Security Analyzer is to:
A. List system vulnerabilities.

B. Correct a company's security state.

C. Set permissions to a default level.

D. Apply all current patches to a server.

Answer: A

NO.5 The reason for implementing Service Set IDentifier (SSID) masking is to:
A. disable autologon

B. enforce a more secure password policy

C. hide a wireless network name from unknown computers

D. hide a network share from unauthorized users

Answer: C

NO.6 For each of the following statements, select Yes if the statement is true. Otherwise, select No.
Each correct selection is worth one point.
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Answer Area

You can view audit logs in the Event Viewer.

Auditlogs have a set size limit and cannot be adjusted.

You can configure an email event notification for an audited activity.

Answer:
Answer Area

You can view audit logs in the Event Viewer.

Auditlogs have a set size limit and cannot be adjusted.

You can configure an email event notification for an audited activity.

Answer Area

You can view aucht logs in the Event Viewer.

Audit logs have a set size limit and cannot be adjusted.

You can configure an email event notticabon for an audhted actiity.

NO.7 The client computers on your network are stable and do not need any new features.

Which is a benefit of applying operating system updates to these clients?
A. Close existing vulnerabilities

B. Keep the server ports available

C. Update the hardware firewall

Yes

Yes

- -
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O

No

O

O
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D. Keep the software licensed
Answer: A

NO.8 You are trying to enable BitLocker on your father's computer.
What is the purpose of the Trusted Platform Module (TPM) when it is used by BitLocker?

A. to store an encrypted file allocation table for the protected drive
B. to provide a co-processor that encrypts/decrypts data

C. to store the hashed data produced by BitLocker encryption

D. to verify the integrity of the early boot components

Answer: D

NO.9 The name of a particular wireless LAN that is broadcast on a network is referred to as a:
A. Service Set Identifier (SSID)

B. MAC address

C. Wireless Access Point (WAP)

D. Basis Service Set (BSS)

Answer: A

NO.10 Which two security settings can be controlled by using group policy? (Choose two.)
A. Access to the Run... command

B. Encrypted access from a smart phone

C. Automatic file locking

D. Password complexity

Answer: AD

NO.11 To protect systems from buffer overflow errors, you can use:
A. A proxy server

B. Data Execution Prevention

C. Antivirus software

D. An Intruder Prevention System

Answer: B

NO.12 Which two are included in an enterprise antivirus program? (Choose two.)
A. Scheduled scanning

B. Attack surface scanning

C. On-demand scanning

D. Packet scanning

Answer: A,C
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