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QUESTION NO: 1

Microsoft 365 E5 H 7 AU U7 a>A&Hv), FZIZIE Userlt & User2 £EWVS 2
ADI—H—HFEENTLVET,

A AA—D)RVEBEREITDIVENHYET, YII1—2a FUTOEGZR/LET
PBENFHYET,

*UseM "M B A X — DRAOVEBRIS —RERTED L EHERLET,

*User2 "4 A4 X —

JDAVEBR)S —%2FERALTCHF YIS FrEancd TV FERATED L ERBRBELET
*H/ERORAICH 2T EZV,
El1—Y—2E0O-I)TIIL—T7ICEBMTNELIVNTLESA 2 BYEO-ILITIL—T%E
PRI —ICRSYITLTLKEETVY, EFO-INITIN—7&., 1BERTZIEE, EHE
FATD CEE, FoE<FEALBVWCEETEEFT, ATV ERTITDICE, RAV
BODEN—%2RSYITTEIHN, AVO—ILTRIUENHDEENHYET,
AEZEELWVBRRCEICT1RA M EEAET,

Role groups Answer Area

Insider Risk Management Usert:

Insider Risk Management Admins
User2:
Insider Risk Management Analysts

Insider Risk Management Auditors

Insider Risk Management Investigators

Answer:

Role groups Answer Area

| Insider Risk Management User1 |:n\-.do: Risk Management Admins |

Insider Risk Management Admins
- User2: | Insider Risk Management Analysts |

[Insider Risk Management Analysts
Insider Risk Management Auditors|

Insider Risk Management Investigators

Topic 1, Fabrikam,

Overview

This is a case study. Case studies are not timed separately. You can use as much exam time
as you would like to complete each there may be additional case studies and sections on this
exam. You must manage you're your time to ensure that you are able to complete all
included on this exam in the time provided.

To answer the questions included in a case study, you will need In reference information that
is provided in the case study. Case studies might contain exhibits and other resources that
provide more information about the scenario that is described In the case study. Each
question is independent of the other questions in this case study.

At the end of this case study, a review screen will appear. This screen allows you to review
your answers and to make changes before you move to the next section of the exam. After
you begin a new section, you cannot return to this section.

To start the case study

To display the first question in this case study, click the Next button. Use the buttons in the
left pane to explore the content of the case study before you answer the questions. Clicking
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these buttons displays information such as business requirements, existing environment, and
problem statements. If the case study has an All Information tab. note that the information
displayed is identical to the information displayed on the subsequent tabs. When you are
ready to answer a question, click the Question button to return to the question.

Cloud Environment

Fabrikam has a Microsoft 365 tenant that contains the following resources:

* An Azure Active Directory (Azure AD) tenant that syncs to an on-premises Active Directory
domain named corp.fabrikam.com

* Microsoft Cloud App Security connectors configured for all supported cloud applications
used by the company Some users have company Dropbox accounts.

Compliance Configuration

Fabrikam has the following in the Microsoft 365 compliance center:

* A data loss prevention (DLP) policy is configured. The policy displays a tooltip to users.
Users can provide a business justification to override a DLP policy violation.

* The Azure information Protection unified labeling scanner is installed and configured.

* A sensitivity label named Fabrikam Confidential is configured.

An existing third-party records management system is managed by the compliance
department.

Human Resources (HR) Management System

The HR department has an Azure SQL. database that contains employee information. Each
employee has a unique 12-character alphanumeric ID. The database contains confidential
employed attributes including payroll information, date of birth, and personal contact details.
On-premises Environment

You have an on premises file server that runs Windows Server 2019 and stores Microsoft
Office documents in a shared folder named Data.

All end-user computers are joined to the corp.fabrinkam.com domain and run a third-party
antimalware application.

Sales Contracts

Users in the sales department receive draft sales contracts from customers by email. The
sales contracts are written by the customers and are not in a standard format.

Employment Applications

Employment applications and resumes are received by HR department managers and stored
in either mailboxes, Microsoft SharePoint Online sites, OneDrive for Business folders, or
Microsoft Teams channels.

The employment application form is downloaded from SharePoint Online and a serial number
is assigned to each application.

the resumes are written by the applications and in any format.

HR Requirements

You need to create a DLP policy that will notify the HR department of a DLP policy violation if
a document that contains confidential employee attributes is shared externally. The DLP
policy must use an Exact Data Match (EDM) classification derived from a CSV export of the
HR department database.

The HR department identifies the following requirements for handling employment
applications:

* Resumes must be identified automatically based on similarities to other resumes received
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in the past

* Employment applications and resumes must be deleted automatically two years after the
applications are received.

* Documents and emails that contain an application serial number must be identified
automatically and marked as an employment application.

Sales Requirements

A sensitivity label named Sales Contract must be applied automatically to all draft and
finalized sales contracts.

Compliance Requirements

Fabrikam identifies the following compliance requirements:

* All DLP policies must be applied to computers that run Windows 10, with the least possible
changes to the computers.

* Users in the compliance department must view the justification provided when a user
receives a tooltip notification for a DLP violation.

* If a document that has the Fabrikam Confidential sensitivity label applied is uploaded to
Dropbox. the file must be deleted automatically. - The Fabrikam Confidential sensitivity label
must be applied to existing Microsoft Word documents in the Data shared folder that have a
document footer containing the following string: Company use only.

* Users must be able to manually select that email messages are sent encrypted. The
encryption will use Office 365 Message Encryption (OME) v2. Any email containing an
attachment that has the Fabrikam Confidential sensitivity label applied must be encrypted
automatically by using OME.

* Existing policies configured in the third-party records management system must be
replaced by using Records management in the Microsoft 365 compliance center. The
compliance department plans to export the existing policies, and then produce a CSV file that
contains matching labels and policies that are compatible with records management in
Microsoft 365. The CSV file must be used to configure records management in Microsoft 365

Executive Requirements
You must be able to restore all email received by Fabrikam executives for up to three years
after an email is received, even if the email was deleted permanently.

QUESTION NO: 2
Microsoft 365 H 7 AU )72 a > aEHETT,
Microsoft Exchange Online Tl&, XORICTTX—=)L 7O0— IL—IILZBHRLET,
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Protect with OMEv2

[ Edit rule conditions (&) Ednt rule settings

Status: Enabled

Enabie or disable rule
@ o
Rule settings
Rule name Mode
Protect with OMEwv2 Enforce
Severity Set date range
Mot Specfied Specfic date range is not set
Senders address Priority
Matching Header 0

Rule description

Apply this rule if

Is sent to Outside the orgamurotion
and Inciudes these words in the messoge subject: [Encrypt]

Do the following

rnights protect messoge wath RMS tempilate: Encrypt

Rule comments
ROy 720>
AXAZ1—%=FERALT, 95714V CRTENEBRIIEITOVTEAT— MU NETERE
H2EZDEBREZBIRLET,
FEEELWMBIRZCEIC1I R4 MM EEIET,
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Answer Area .

Recipients, who use Gmail, [answer choice].  must sign in to the Office 365 Message Encryption (OME) portal to read 1
must sign in to the Office 365 Message Encryption (OME) portal to read message

will be unable to read messages
| will D_a_\_fg"r‘?ss‘_sages decrypted automaln__c_a__!ly_

Ter T rrrer.

Recipients from an external Microsoft 365 subscription [answer cholce].  will be unable to read messages
must sign in to the Office 365 Message Encryption (OME) portal to read message
will be unable to read messages
will have messages decrypted automatically

Answer:
Answer Area s

Recipients, who use Gmail, [answer choice].

must sign in to the Office 365 Message Encryption (OME) portal to read message
will be unable to read messages

| will 'r'\_ayg'“r?ssl_sages de‘g_!r‘?ted iytomalu__c_q!ly_

e

Recipients from an external Microsoft 365 subscription [answer choice).  will be unable to read messages
must sign in to the Office 365 Message Encryption (OME) portal to read message
will be unable to read messages
will have messages decrypted automatically

QUESTION NO: 3

BERRHREREITDLOHICT—XE XL (DLP) ZEH T % Microsoft 365

FFYREBUET,

RORICRT —HIDBRREZFOML VDA LARBRROBEZERL KT,
Matching element

A Detect content containing X

Regular expression Vv

A(\d{3)(- )H3Nd{3}\d{12}$

BR—RERRBRORIZTTISICEBAENTLVET,

Supporting elements
A Contains this keyword list X
Keyword list Minimum Count
“Employee ID" ® 1

BHELANNEXFOEERERE, RORICRILSICHREENTVET,
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Confidence level (i)

Default (60%) 75

Character proximity (i)

Default (300 characters) | 100

UToOERERICOVWT, ELVEHEEE TEV, ZBRLTLKEEZV, 5 TEVEEE
WA ZBIRLTLKSEZV, F: EULVEBREBEEFE1DICOE1IRTT,
Statements Yes
A document that contains the following text will match the sensitive info type: James has O

an Employee ID of 555-343-111-065.

A document that contains the following text will match the sensitive info type: The O
Employee ID of the employee Ben Smith is 555343123444,

A document that contains the following text will match the sensitive info type: The id O
badge for 555-123 has expired.
Answer:
Statements Yes
A document that contains the following text will match the sensitive info type: James has O

an Employee ID of 555-343-111-065.

A document that contains the following text will match the sensitive info type: The O
Employee ID of the employee Ben Smith is 555343123444,

A document that contains the following text will match the sensitive info type: The id O
badge for 555-123 has expired.

Fk,\

No

O

O

[®]

Note: The regular expression has a starts with (*) and ends with ($) metacharacter and will

not match any of the sentences. Without the starts with (*) metacharacter the first and

second sentences would match and the supporting element (Employee ID) would be within

100 character proximity.

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-a-custom-sensitive-
information-type?view=0365-worldwide

QUESTION NO: 4
contoso.com EWSBZF D RX A > ZEH TS Microsoft 365 E5 7+ MA"H VY E T,
User1 £WS5 1—%—[&, Microsoft Office 365 Advanced Message Encryption

BILEELEY,

S

ZEALTESKENLZV Y IR—ADT SV RILEEEFX—ILE, RORICTRTE
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Name Email address
Recipient1 | Recipient1@contoso.com
Recipient2 | Recipient2@fabrikam.onmicrosoft.com
Recipient3 | Recipient3@outiook.com
Recipient4 | Recipient4@gmail.com

Userl GEDZEEDA—IIZRVETENTERIH?
A ZEEIDHK

B. ZE&E1D &

C.2EE1. ZFE2, ZEE3. ZFEHE4

D.

E.

FEEICZFEEIOH

FEEI1CZEE2OH
Answer: A
Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/revoke-ome-encrypted-
mail?view=0365-worldwide

QUESTION NO: 5
BEEEHRZER/ETVII—2a 2 HRBIDMENHYET,
JEEFICEITTAHLEN S 3
DOFTO>AVIRENTITD,, BEITBICIE. BYIETOaveEToaYy
DARNDSEZFREFICEBEHL, ELWVEFRICENET,

| Create a ramable dlassifier. |

l Create an auto-labeling policy for sensitivity labels. ]

Create a sensitive info type that contains a keywords
classification.

Create a sensitive info type that contains an EDM
classification.

1 Create a sensitive info type that contains a document

| folder in SharePoint Online.

i fingerprint.
I Upload sample contract documents to a seed content @

Answer:

00
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Answer Area

Upload sample contract documents to a seed
content folder in SharePoint Online.

Create a trainable classifier.

Create an auto-labeling policy for sensitivity
labels.

1 - Upload sample contract documents to a seed content folder in SharePoint Online.
2 - Create a trainable classifier.

3 - Create an auto-labeling policy for sensitivity labels.

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/classifier-get-started-
with?view=0365-worldwide

QUESTION NO: 6
Microsoft 365 E5 H 7 A0 U7 a &), FIIZlE Userl & User2 EWVS 2
ADI—H—HFEENTLVET,

1B1BIC, RORICRITBEBESRILZERLET,

Setting Value
Name Labell
Assign permissions now or let users decide? Assign permissions now
User access to content expires After 21 days
Assign permissions to specific users and Co-Author: User1 and User2
groups

1 B2 B8IZ, Labell & User1 IC2BLE T,

1 B 3 BIZ, User! i& Doc1 & WS &ZEIM Microsoft Word XE#ZERL. TOXEIZ
Labell1 Z@RAL F T,

1 B4 BIC, User2 /" Docl Z#mEL £,

1 A 15 BIC, Label TV OEMHIRER 28 HICZERL F 9,
User2 @ Doc1 NOT VAW OHRTINICEY T H?

A. 1H23H

B. 1H24H

C.1A25H

D.1H31H

Answer: C

QUESTION NO: 7
Microsoft 365 E5 H 7 Ao U7 a>z#8EE5TY,
RORICRTRSIC, AOA=T1EVWSBFOBHSAI-TZERLET,
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© Nome . . o
| Review and finish
o 5 I|>c° '..-‘nu Nﬂl'l'lf
| Scopel
it
@ Finish
Description
i
Type

'-!‘\IlJ{I

Edit

Query summary
Name starts with Gro p

i

Scope1 Z& T Policyl EVWSBEORIFERI D —ZEKLET,

RV —1ZHERATES 3

SOBFEENTT A, BETS . DEBATEDEEHEBRL T LE L,
SEE ELVBIRCEICI RS M FEERET,
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—+ Add scopes

Add scopes to see them here

Choose locations to apply the policy

Based on the scopes you added, this policy can be applied to content in these locations.

Status Location
Off B8 Exchange email

&  SharePoint sites

®

OneDrive accounts

Microsoft 365 Groups

Skype for Business

Teams channel messages

Teams chats

Teams private channel messages

& & & & @ &

Yammer community messages (Preview)

Answer:
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-~ Add scopes

Add scopes to see them here

Choose locations to apply the policy

Based on the scopes you added, this policy can be applied to content in these locations.

Status Location

F Exchange email

& SharePoint sites

& OneDrive accounts

B  Microsoft 365 Groups
Skype for Business
%l Teams channel messages
Teams chats
Tearns private channel messages

Yammer community messages (Preview)

QUESTION NO: 8

Site1 &L\ S B 81 M Microsoft SharePoint Online ¥ ~ &, Sensitivity1
EVWSBRIOBBESRILNFSHY ET, Sensitivity1

&, AT VICEALEAY R —ZEBIMLET,

Microsoft Exchange Online # & U Site1 M & F X — )L Sensitivity1
ZEHBNICERATS RV —ZERLET,

Sensitivity1 & —HITBDEFX—JLE Site1 RFAIXRNEZEEDLSICIN—TLETH?
EETHICIE, BEEGTEN AT 3 2BRUET,

AR ELVBIRZEICTIRAMIEFEEIETT,
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Exchange Online emails:

Sitel documents:

Answer:

Exchange Online emails:

Sitel documents:

Reference:

A header only
A watermark only
A watermark and a header

v

A header only
A watermark only
A watermark and a header

v

| A header only |

A watermark only
A watermark and a header

v

A header only
A watermark only
A watermark and a header

https://docs.microsoft.com/en-us/microsoft-365/compliance/sensitivity-labels?view=0365-

worldwide

QUESTION NO: 9

¥ COBEMR, AUSFUARRTITH—EOEHO—BTT. ¥ U—A0ZEMIZE.
BXNSNI-BEEERTDTHMEOS D MEDERES EENTVET, —HOBEM LY
CREMOEL VBREN H2BEFHYETH, LOEMEY MNCREEL VEREN L

BENHYET,

COEIIIVOEBICAELERE, TOEBICRDCERETEREA. TOHER, Ch
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SOEBRLEI—BEHEICKRRENEEA,

Microsoft 365 RRA > R F*—RBAPLE (I RRA KDLP ) ZEELFT,
Windows 102317 L. Microsoft

365AppsH' A1 VAR —=)ILEhTVWBRAEI—X—HFHYET, JEI1—X—FAzureAct
ve Directory ( Azure AD ) IZZ L TWE T,

TIYVRARAIDLPR D —HFOAVEI—Z—LOAV TV Z2RETED L ZHRAETS
BENFBHYNET,

R - EndpointDLPER/NY r—> 2 10 E1—32—ICBBEALET,
ChEFEEZERLTVETH?

A.lE W

B.,L\\\Z

Answer: A

Reference:

https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dlp-getting-
started?view=0365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/configure-
endpoints?view=0365- worldwide

QUESTION NO: 10

Microsoft 365 E5 77> MZ Usert EWS I —H—A"EENTVET, Usert
CROVTSAT O AEBEZEO-INE)HTSNTVET,

Userl [, IP7 RLANDEBZEROEBE CERRBEZRRTEEE A,

Userl "ERRXBERRTED L ZEBITIHENHYET,
MEITNETLESHN?

A.Userl [C, BZBEROBHEICHLUTTANEZFERITDILSICERLET,
B.IP 7 RLADEBRIBEHRR A 7O IE—%/ERL. Usert
CZEDIE—ZmMETSHESICETLET,

C.Usert I O0—NIL V=R —0O—-)LZEV)HTET,

D.Usert ZL E1—#8HYEO—IL JI—7IZEVHTET,

Answer: C

QUESTION NO: 11
RORIZRTKDIC, Microsoft 365 D7 Z—K TAlert2y NHVY)ET,
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Status Category Activity count Last occurrence...

Alet2O AT —RAZEBITRIHENf HVVET, AlerRZEDAT—RAICEETEXRIAN ?
AT—RAZEETEFEE A

AHTOMR

LFAEOK

TIOTATERERREFOHK

RAEFR, TOTA4T, FEEAT

Answer: E

mooOm>»

QUESTION NO: 12

>IXailL—>3ar

RARD2

INTOI1—H—7# Confidential - Finance ZXRIIZBHTED &N DA YVET,
W - BRI METF— LA

TN=—TOXN—OHIZFATETHD CEZRBDIDIXLEN HYVET,
Answer:

See thesolution below in Explanation

Explanation:

To restrict the Confidential - Finance label to only the members of the Finance Team group,
follow these steps:

Create a Sensitivity Label:

Log in to the Microsoft Purview portal or the Microsoft Purview compliance portal as an
admin.

Navigate to Sensitivity labels and create a new label called "Confidential - Finance".
https://learn.microsoft.com/en-us/purview/sensitivity-labels

Configure Encryption Settings:

When creating the label, ensure that you configure the encryption settings.
https://learn.microsoft.com/en-us/purview/sensitivity-labels

Assign the Label to the Finance Team Group:

In the Microsoft Purview portal, go to the Groups section.

Select the Finance Team group.

Under Settings, choose Sensitivity labels.
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Add the "Confidential - Finance" label to this group.
https://learn.microsoft.com/en-us/purview/sensitivity-labels

Test the Configuration:

Verify that only members of the Finance Team can apply the "Confidential - Finance" label to
documents, emails, or other content.

QUESTION NO: 13

Site1 & Site2 & W'S 2 D ®M Microsoft SharePoint Online ¥4 ~ % & ¥ Microsoft 365 E5
HBTRAOVTarFHIET,

Label1 EVWSBFORIFSRILEBR L. Labell & Sitel
RAOIXNTOT77AINICEATDCEZFTELTVET,

Site1 T7 7 A IIANERENTHAS 2 F&IC, 774 I)LHBERIC Site2
ICBBEENDRSICTRIHLENHBYVET,

Label1 ® [fRIFHABROMEBZBRL TKEETVREZEDRSIZEBERTAERVTTH?
A. Power Automate 7O—% %179 %

B. ORI EZZEELET

C.REREZITITATILET

D.upLE1—%BBLET

Answer: A

QUESTION NO: 14

Microsoft 365 E5 H 7 AV U7 a>aBEETY,
AOBAZ—)RAVEBEEALTVET,

AR RN —ENEEBICPRNEESNIBERET—XNDEZRAKILITDILEN HYET,
BERETF—2ZIRETES IHRXABEMABTTHL?

A.30

B.60

C.90

D.180

Answer: C

QUESTION NO: 15

Site1 & WS ZH M Microsoft SharePoint Online %4 ~ & Label1
EVWSBHIOEBRTSNILZED Microsoft 365 E5 H T Ao VT arpisy) £,
Site1 DAL ERER. Site1 DRICTTES ICBRENTLVET, ([Sitel]
BRTHEIVYILET, )
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Sharing

The sharing settings available for this site depend on your organization-level
settings. Learn more about the external sharing settings

External sharing

Site content can be shared with:

O Anyone

Users can share files and folders using links that don't require sign-in,

O MNew and existing guests
Guests must sign in or provide a verification code,

O Existing guests only
Only guests already in your organization’s directory.

@ Only people in your organization
Mo external sharing allowed.

Label! DA HAEREE. Labell DEIZRT LD ICERENTVET, (Labell
2TERIUYILET, )

Define external sharing and conditional access settings

Control who can share SharePoint content with people outside your organization and decide whether users can access labeled sites
unmanaged devices,

. Control external sharing from labeled SharePoint sites
When this label is applied to a SharePoint site, these settings will replace masting external shanng settings configured for the site,

Content can be shared with

l@ Anyone 0
Users can share files and folders using links that don't require sign-in,

O New and existing quests ®
Guests must sign in or provide a verification code.

O Existing guests 0
Only guests in your organization’s directory.

O Only people in your organization
Mo external shaning aliowed.

[:I‘ Use Azure AD Conditional Access to protect labeled SharePoint sites
You can either control the level of access users have from unmanaged devices or select an existing authentication context to enforce restrictions.
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Label1 (& Site1 ICERAEhET,

LTOEXICOVWT, ELVWEBEE TEVW) ZBIRLTLSEZV, T5THEVEEE TLL
A1 EZBIRLTLSEZL,

SR ELWMEBIRZEIC1I R4 MM EEIhET,

Answer Area

Statements Yes Mo
Internal users can share documents on Sitel with extemal users
External users require an invitation to access Site1.
Only users on managed devices can access Sitel.
Answer:

Answer Area

Statements Yes Mo
Internal users can share documents on Site1 with extemal users D

External users require an invitation to access Site1. & D
Only users on managed devices can access Site1. D

QUESTION NO: 16

Devicel EWS BRI D F/NA4 AZET Microsoft 365 E5 W7 AV V72 avHFHIET,
Devicel ICR LTIV RARA U N F—RIBEBHIE (T2 RAKRA4 > ~ DLP)
EEMCTIHLENHYET,

Microsoft Purview A 7S AT VA R—ZIITRAICAZ T I HENHVETH?
A TFNAADFVR—=FT AT %FICLET,

B. Microsoft Purview Information Protection AF ¥ F— 9T AZX—%ZEBMLE T,
C. Device1 %Z Microsoft Purview ICFA > R—RLU &7,

D. Microsoft Purview Information Barriers (IB) 9 X M &EKL £,

E. Microsoft Priva 724 /N\N>— VDAV EBEZBMICLE T,

Answer: A

QUESTION NO: 17

Microsoft 365 E5 7+ > M H V) E T,

F—REKBHLE (DLP) R1J > —I&, Exchange EFX—JL, SharePoint 4 ~, &K
OneDrive 7HJ 2 MNOGMICERAENET,

BE7BEODLP IL—ILO—BOBMEZEEB T SICE. PowerShell
EERATIHLENHYET,

ED PowerShell E2 21— )LEINV RLY hEFERINERVTTH?

B&T2ICE. EEEGTEDEATa>EBRLTIEETL,

EE ELVBIRCEICIRAV M NEERE T,
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Module:

v

Azure Active Directory (Azure AD)
Exchange Online
SharePoint Online

Cmdlet: v

Get-DlpDetailReport
Get-DlpDetectionsReport
Get-DlpPolicy
Get-DIpSiDetectionsReport

Answer:

Module:

v

Azure Active Directory (Azure AD)
Exchange Online ‘
SharePoint Online

Cmdlet: v

Get-DlpDetailReport
Get-DlpDetectionsReport |
Get-DlpPolicy
Get-DIpSiDetectionsReport

Reference:
https://docs.microsoft.com/en-us/powershell/module/exchange/get-
dipdetectionsreport?view=exchange-ps
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QUESTION NO: 18

X ZOBRBR, LTV AZRTIZ—EOERO—HTYT, DU—AXOKERBICEF.
BXSNTEBZERTHARMEOHDIMBOBARNf eENATVET, —BOE[LEY ~
CEEBOELVERARNF HBBENHYEITH . OBEREY MZIFEL VEREANZ L
BENHYET,

COEVVIAVOERICEZLERE., TOERBICRDCERFTEEREA, TOHER. Ch
SOERFLEI—EHEIZKXRTERER A,

Microsoft3657 7> N EWindows10Z2 179550080 1 E1—X—AFHYFET, IVE
31— —EMicrosoft365 A T SA TV AV B—ICAVR—F 1 TENTVET,
Tailspin_scanner.exeE WS BB DY — RN—FT 477V r—>a>H, gHoIE1—
Z—LFORBEENLEEBBRICT IO EALEZEN DAY EL I,
Tailspin_scanner.exeld, AE1—X—(CO—ANICA 2 AN=)ILENET,
T7VT5—2as MO RFIXINITIEATEOEYTF S Z &% <, Tailspin_scanne
rexe VB RFIAIXNCTIOERATZOZTOY IVITIHLENHYVET,

f#RE : Microsoft 365> RARA > N F—RIBKRF5LE ( Endpoint

DLP ) BREANS. 77AINNAOBRAICT A NA—NNAZEBMLET,
ChiFEEZERLTVETA?

A.lE W

B.L\\\ X

Answer: B

Explanation:

Folder path to the file path exclusions excludes certain paths and files from DLP monitoring.
Use the unallowed apps list instead.

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/endpoint-dip-using?view=0365-
worldwide

QUESTION NO: 19

RUS—1EVSBRBDODLPARI S —T, IXTOEMFBRE D EELRT—XBLHILE
(DLP) L= ZEHRLTVET,

L= THEATEZI2ONDRHBRFENTIN ? TNTNOEREIEEBEBAREZRTILUET
o (2DBIRLTLKEZL, )F ELVWEBREETNEFNIRSA MNOMEN HYET,
AJdVTOVICEENDED

B.J> 7>V EMicrosoft36s5h S HBENET

CRFIXRNYASXANUL

DARRTZ77A4INDT 7 A ILILRF &

EERFIXNTONT A&

Answer: A,B

QUESTION NO: 20
ZY RD—2I1Z1&, contoso.com £EWS A7 L X AM Active Directory
RXSUHFEENTVERT, CORXAUICKE, RORICRIITIL—THFEENTVET,
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Name Type Email address
Group1 | Security Group — Domain Local | Group1@contoso.com
Group2 | Security Group - Universal None
Group3 | Distribution Group - Global None
Group4 | Distribution Group - Universal Group4@contoso.com

RXAS &, RORICRIIIN—T%2858 Azure AD T MNMCEBEhET,

Type Membership type

Group11

Security group Assigned

Group12

Security group Dynamic

Group13

Microsoft 365 group Assigned

Group14

Mail-enabled security group | Assigned

Labell EWVS
Labell %# /B3
Labell Z#&E DY

BIDOHEERINILZERLET.
DRENBYNET,
L= CRAHETEERTH?

BETZICE. BFERBTEYEAT>a2ZBRLTSEZL,
FEELVBRIEC1RAIBRIFFEENRET,

Answer Area

Answer:

Answer Area

QUESTION NO:
Microsoft 365 E
F—RIBKRBIE

On-premises Active Directory groups:

Azure AD groups:

On-premises Active Directory groups:

Azure AD groups:

21
5T7FRFHVET,
(DLP) RV —&ERLE T,

Group1 and Group4 only
Group4 only

Group1 and Group4 only

Group3 and Group4 only

Group1, Group3, and Group4 only
Group1, Group?2, Group3, and Groupd

1 Group13 and Group14 only

a

Group13 only [
Group 11 and Group 12 only

Group11, Group13, and Group14 only

Group11, Group12, Group13, and Group14

Group1 and Group4 only
Group4 only
Qup O oup< O
Group3 and Group4 only
Group1, Group3, and Group4 only
Group1, Group2, Group3, and Group4

Group13 and Group14 only v |

Group13 onl [
Group13 and Group14 only
Group 11 and Group 12 only

Group11, Group13, and Group14 only
Group11, Group12, Group13, and Group14
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RS —IZ & 2 T Microsoft Teams F+ ¥ ~
EYAVHORFIX M RBEENDELSICTRIHENHYVET,
RS —TEMCTRIUEN BIEMEENTITHA?

A. OneDrive 7hO > ~

B.Teams F¥Y REFYRIL Xv+&—

C. Exchange X—)L

D. SharePoint ¥ 1 ~

Answer: A

QUESTION NO: 22

BEFAXA—INTF—REBEILTDEIIRILZERLET,

d—H¥—H5, Web £E® Outlook TR ZFEHAL TEEITIEFXA—I
AV E—BRETERBRVEVSHEN BV KT,
A—H—HFFHLLVSRILZFEALTEFAXA—IINZRETEDEIDICTIHEN HYET,
AEINETLESH?

A.6 FEF-THS, I—H—ICBEITLTESVET,

B. ZRI RUS—ZERKLET,

CHLULVWVHERBEROEREEERLET,

D. ZRILARVS—DEEXIENEZEET S

Answer: D

QUESTION NO: 23

ContractsE WS BHI D RFIX Y RTA TS UICREEDZHNNEFEN TV S MicrosoftSha
rePointOnlinety 1 R H V) £3,

ZHE, 2HORBEERID —ICH>TERELTRDODNBXENf HYET,
BRHICTY7O—REhEEEIL, IXNTORYEL I—RELTEBPICY—UTFTDV
1—2AVERRITIVLEN HYVET,

ED2ODT OV AVZRTIDXENBYNVEIA?TNhThOERE, BRRO—IFZ T
LTWVWERT,

(2DBIRLTLKEELV, ) F : EVLWBREETNEFIIRA MOMENHY) ET,
ABETRINEZERLET,

BABINRILZERLET,
CEHURFIAIXIRNSATZVILFIFILRNOIRILERELET,
D.RFR)—ZERLET,

E.SharePointL J— Rt Z—%#ERLFT,

FREOY VZERLET,
Answer: B,C

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-apply-retention-
labels?view=0365-worldwide

QUESTION NO: 24
ABBMOTF—2BRBULEERHZR-IV) I -3V 2HRIDIBENHYET,
KITINE 3
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DOFTVAVRBENTTL, ThETNOERFBRRO—HZ2RLTVET, (3
DERLTLKEZV, ) E: ERERIRTBIEICIRANEBTEEXT,

A REEBBRESCT R 77A4LENYZILTTYTO—RIBRSIC
EdmUploadAgent.exe Z AT 1—I)LLE T,

B.EDM 7B Z U HEBEBEROBEIL I NV T—2ZERLET,

C. BBERHBT —IR—AAF—NEZXMLEXTEZL X7,

D. ERRREZSTHERTHROBEIL-I NV T2 ERLET,

E. BEBHT —IR—AAF—YZCSVEXTERLE T,

Answer: AB,C

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/create-custom-sensitive-
information-types-withexact-data-match-based-classification?view=0365-worldwide

QUESTION NO: 25

Microsoft E5 365 77> M H V) T,

B RZEST TR LHOICHEBEIRILEZFATED L ZRABITDIHENf BV ET,
E ® PowerShell

ONVRLY M ZREFTL, EOBEORVS —Z2FERATIREN HYYERTH?
B&F2IClE, BZEEGTEDEATa > EBRLTSEETD,

AR EULVBIRCEIC1I ARSI M IEEhET,

Cmdlet:
Set-RetentionCompliancePolicy
Set-RegulatoryComplianceUl
Set-RetentionPolicyTag
Policy type:

Auto-labeling policy
Retention label policy
Retention policy

Answer:
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Cmdlet: v

Set-RetentionCompliancePolicy
Set-RegulatoryComplianceUl
Set-RetentionPolicyTag

Policy type: v

Auto-labeling policy
Retention label policy
Retention policy

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/declare-records?view=0365-
worldwide
https://docs.microsoft.com/en-us/microsoft-365/compliance/get-started-with-sensitivity-
labels?view=0365-worldwide

QUESTION NO: 26

F—RHEETA)NA—RNORFIXNZREITD OO TSAT O RABRERBLETY
)1—>3a aHERIZIBENHYET,

Microsoft Purview A 7S AT VA R—ZIITRAZER T DI LEN HYETH?
AAJVTFOYARFYT3 T

B.A>FVYBREITI

C.EESRILSHRID —

D.DLPRY) > —

Answer: C

QUESTION NO: 27

KOS N, ZFEHT S Microsoft 365 T+ " HVET,

* R

* N

*HEHD

SRIIE, Policyl EWSBEIOTRIL RV —ZFERAL TLHEENET,

Microsoft Office for the wen

T7UTRMBERRNIRREABVEVSHEN I—F—PHLSFEShTVET, ¥E
EBRZE, O—AIICA > ARN—=)L& iz Microsoft 365 77 TRERRENET,
d1—H—A" Web A Office

T7VREATREEIC, DAVTUOVICBBRIRINZERATESDRSICTIHLEN HBYUET

[¢]

fRRER: Policyl D ABREEZLELET,
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BEFERENELLEL?
A W

B. W\\Z

Answer: B

QUESTION NO: 28

RDOZR)L&EEDT Contoso_policy EVSBRIOREFIRIL RIS —ZEKLET,
10 & (CHIBR

5% % (ZHIBR

FREFLEWV

Contoso_Policy l&. Microsoft Sharepoint Online %4 RO TV ICEAEThE T,
HEE., SRRV —07ONT A4 R—=ZICROAY E—IDHFRRENET,
*BAEAL (IT—)

*RU—ORBAICFRIYERENI DA >TVET

RV —2BHETILENHYET,
OXRVRZEDRSICETITNRELVTTHL?

EZET3ICE, BEEHTEYEAT a2 BRLUTIEEV,

AR ELVBIRZEICIRAMIEEEINETT,

|w —id Contoso_Policy 'w
Set-RetentionCompliancePolicy —ForceFullSync
Set-RetentionPolicy —FullCrawl
Start-EdgeSynchronization -RetryDistribution
Start-RetentionAutoTaglLearning -Train
Answer:
|w -id Contoso Policy v
Set-RetentionCompliancePolicy —ForceFullSync
Set-RetentionPolicy -FullCrawl
Start-EdgeSynchronization | -RetryDistribution |
Start-RetentionAutoTaglearning -Train
Reference:

https://docs.microsoft.com/en-us/powershell/module/exchange/set-
retentioncompliancepolicy?view=exchange-ps

QUESTION NO: 29
RKORICRTRIS —%EDT Microsoft 365 E5 FF > KA BV ET,

P Type Retention | Start the retention At the end of the
period period based on retention period
Labell Label 5 years When items were Delete items
created automatically
Label2 Retention | 7 years When items were Delete items
created automatically
Label3 Retention | 10 years When items were Do nothing
created
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File1 EWSBRID 7 7AILICKE, TXTORI—HFBARAEIhTVET,
File1 FEDLK S VOHIBREENETH?

A 774I)NR7TERICEEBNICHBRENET,

B. 77 A )L1E5EFERICHBNICHIRENET,

C.Filel FFBTHIBRENDETREFEIET,

D. 77 A1 10FRICEBNICHIBRENET,

Answer: D

QUESTION NO: 30
RDORIZRTTIN—T2EE Microsoft 365 E5 H T AU VT av i &HIET,

Name Type Primary email address
Group1 | Microsoft 365 | Group1@contoso.com
Dist1 Distribution Dist1@contoso.com

BTRAOVT72a2VICR, RORICATI—H—HNEEhET,

Name | Member of
User Group1
User2 Dist1

User3 None

RORICRIXA—=) 70— )L—)LEHERLET,

Name Apply this rule if Do the following

Rulel The recipient is 3 member of | Apply Office 365 Message

group1@contoso.com Encryption and rights protection
Rule2 | The sender is Apply Office 365 Message
dist1@contoso.com Encryption and rights protection

DTFOERERIZOVT, ELWEEE TEV ZRBIRLTLKEEZV, E5THEVESE TV
WXL ZEBIRLTLKEEY, i ELVEBRKEEF1DIC2E1RTT,
Answer Area

Statements Yes No

If User2 sends an email message to User3, the message is encrypted automatically.
If User2 sends an email message to User1, the message is encrypted automatically,

If User3 sends an email message to Group1, the message delivered to User1 is encrypted
automatically.

Answer:
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Answer Area

Statements Yes No
f User2 sends an email message to User3, the message is encrypted automatically. D
f User2 sends an email message to User1, the message is encrypted automatically, D

L]

f User3 sends an email message to Group1, the message delivered to User1 is encrypted
automatically

QUESTION NO: 31

Site1 & LS ZHI D Microsoft SharePoint Online ¥ 1 ~ & & ¥ Microsoft 365
YHTRAOVTarvhasIET,
V—AOD—RZEC77A4IILNORBEEZHBSICE. F—XEXM L (DLP)
RIS —ZERTIVLENHYET,
VI)1—23a>TREBLEOFHERDPRICHADHENHYET,
V)1—23a2ICRAZzEHBDNETIN?

A.Z2—H%7—4% (EDM ) F— 295

B. ERREZFAIZIHEEHROES
C.*F—DV—RHEZFERAITHIHBEHROBE

D. EJgexnHEes

Answer: D

QUESTION NO: 32

Microsoft 365 77> "BV ET,

R#FAR—IL RiE. Microsoft Exchange Online IO I NXTOX—JLARY VAICHERAENE T,
Usert VWS 1—H—N 2t ZEBB L. Userl ® 7> NA" Azure Active Directory (Azure
AD) ' SHIBRENET,

User2 EWSEBTOFHLVWI—H—ZERL. User2 IC Usert

DA—=NLRY DANDT I EAEZERETRILENf HYVET,

PowerShell X REEDEKSICETITNELRWVNTITH?

EZT2ICIE, BEEGTENEAT a2 E2BIRLTIEEL,
SEEELWMBIRCEICTIRA MR EEhET,

$InactiveMailbox = Get-Mailbox -InactiveMailboxOnly -Identity <distinguished name>

v *7 $InactiveMailbox.DistinguishedName
New-Mailbox —InactiveMailbox
New-MailboxRestoreRequest -LitigationHoldEnabled
Restore-Recoverableltems -RetentionHoldEnabled
Set-Mailbox -SourceMailbox

—Name User2 -DisplayName UserZ —-MicrosoftOnlineServicesID user2@contoso.com
-Password (ConvertTo-SecureString -String 'RAFGFfhjjhgff$~"7' -AsPlainText -Force)
-ResetPasswordOnNextLogon $true

Answer:
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$InactiveMailbox = Get-Mailbox -InactiveMailboxOnly -Identity <distinguished name>

v | ¥ SInactiveMailbox.DistinguishedName
New—Mailbox I —InactiveMailbox I
New—MailboxRestoreReqpest -LitigationHoldEnabled
Restore-Recoverableltems -RetentionHoldEnabkled
Set—-Mailbox —SourceMailbox

—Name User2 -DisplayName User2?2 -MicrosoftOnlineServicesID userZ2@contoso.com
—-Password (ConvertTo-SecureString -String 'RAFGFfhjjhgff$""7' -AsPlainText -Force)
-ResetPasswordOnNextLogon Strue

Reference:
https://docs.microsoft.com/en-us/microsoft-365/compliance/recover-an-inactive-
mailbox?view=0365-worldwide

QUESTION NO: 33
Microsoft 365 E5 H 7 A0 U7 a>zBHESETT,

dAVTSA4T VR

NEZ—Dvy—2FEALT, T—2RER—ASA VOV T AT AZFML TVET,
ROBRZBLEIXRET VAV EBETIHLEN HYET,
*F—REKRPHIE (DLP) RS —DOHREEBEZRHELET,

*F—RREBEOR—ATA UHEREEZRHELET,
BZEHICEFEDTAIINE—Z%2FEATEILENHYETH?

EZT2ICIE, BEXESHTEIEATS a2 E2BIRLTLIEEL,

Answer Area

DLP policy recommendations: | Solutions H
Categories
Regulations

Testing Source

Data Protection Baseline recommendations: l Requlations
Categories
Solutions
| Testing Source

@ .

Answer:
Answer Area

DLP policy recommendations: | Solutions
Categories
Regulations

e .

Testing Source

Data Protection Baseline recommendations: | Requlations
Categories
Requlations

@ .|

Solutions
| Testing Source
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QUESTION NO: 34

User1 EVWS RO I1—H—%EE Microsoft 365 H 7 AUV T a>sHFHy)ET,

User1 i&. Microsoft Purview @EJ> 7547 A
RUS—NEEBEEZETIVAR—NTBDFETT, User!l & Microsoft Purview
DERENTIN—TICEBMTIHLENHYET, YI1—>3 k., HRPEROFRRAIICHES HE
NFHYWET, Userl ZEDREIT I —TICEBIMTEDBENHVETH?

A JdZ1”"45—23a>A 74T AREE

B.ZX1_-4—>3a>A 74T AHEE
C.OXaZ4—>3a>IAVTSATVATFIAN
D.1Xa=-7—>2a> A T SAT AEERE
Answer: B
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